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	Greenspace Information for Greater London

the capital’s environmental records centre


Access to Data

Policy Statement

The fundamental principle will be towards making available all records, no matter how sensitive, with the appropriate interpretation, including via the National Biodiversity Network’s (NBN) Gateway. However, access to records will be restricted where general availability could pose a real threat to species or habitats, or would compromise the supply of data.

Access Restrictions by GiGL
GiGL will maintain a list of sensitive species for which the general release of data could pose a risk to the species or its habitat, and will apply necessary constraints to data relating to these (see Annex 1). This list will be maintained in consultation with GiGL's Steering Group and Advisory Groups. 

Access Restrictions by Data Owners/Originators

Data owners or originators are able to opt out of GiGL making their data accessible on the NBN Gateway but the default position is to submit all London data on a regular basis.

Data owners or originators are also invited to define any confidential records to be included in a data exchange agreement, and may exclude their data from the NBN Gateway on request. Should the data owner or originator subsequently wish to change the confidentiality of any records, they must inform GiGL in writing. GiGL will then change the record status on the database with immediate effect.

All records with restricted access will be marked as such. In Recorder they will be flagged as 'confidential'. Access to such records on the database within London Wildlife Trust’s office will be restricted to GiGL’s staff and long-term volunteers (see Annex 2).

GiGL will discuss confidentiality aspects of data with data owners/originators and will make attempts to negotiate as few restrictions as necessary e.g. defining the resolution at which data can be released (1km, 10km etc) or identifying agreed individuals/organisations that may see records at their original resolution.

GiGL may refuse to accept data if restrictions requested by the data owner/originator are too onerous, or unnecessarily restrictive.

Data for GiGL Customers

Data are not supplied electronically to GiGL customers. Data search reports will include restricted access records at the level of resolution defined by GiGL and / or the data owners/originators. Confidential records will be included in the reports minus their geographic content to create a ‘species alert’ record. In order to establish the presence of confidential records on the site in question, a second data search request must be submitted with a detailed site boundary.

Data for GiGL Partners

Data are supplied electronically to GiGL’s partners for incorporation in their own data management systems and is updated on a quarterly basis. Confidential records are included at full resolution in the data files. On termination of a service level agreement, an organisation must remove all third party data on their system in accordance with the GiGL Data Use License.

Data on the National Biodiversity Network (NBN) Gateway

For the purpose of uploading data to the NBN, GiGL divides the datasets into two surveys:

· Public (any data collected as part of a public survey, such as London Wildlife Trust’s Stag beetle surveys or Wandsworth Borough’s Garden survey)

· Professional (data collected either in a professional capacity or by recognised experts – this includes data collected as part of the Greater London Authority open space and habitat survey, by professional ecological consultants or by London Natural History Society recorders)

Access to these datasets is managed by user:

· Members of the public/ non-authorised organisations/ the press will be able to see:

· ‘Sensitive’ species (see Annex 1) in public and professional surveys at 10km resolution

· Professional survey data at 1km resolution

· Public survey species at full resolution

· GiGL SLA holders and partner organisations (with upgraded access on NBN Gateway, logged-in to password protected area of GiGL website)

· Full resolution access to all data 

Annex 1 – Sensitive and Confidential Records

GiGL defines species records as ‘sensitive’ if they are listed on the following: 

· EC Habitats Directive – Annexes II and IV 
· EC Birds Directive – Annex I
· Conservation (Natural Habitats) Regulations 1994 – Schedules 2 & 4
· Wildlife and Countryside Act 1981 (as amended) – Schedules 1, 5 & 8
· Protection of Badgers Act 199

· BAP priority species (national)

· as defined in “Government circular: biodiversity and geological conservation - statutory obligations and their impact within the planning system 1” ODPM circular, 06/2005.
· BAP priority species (London)

· as defined in http://www.lbp.org.uk/07library.html
Species and groups list to be treated as confidential

	Common Name
	Scientific Name
	Confirmed by
	Organisation
	Additional comments

	Badger
	Meles meles
	Recorders Advisory Group
	GiGL
	All records

	Adder
	Vipera berus
	Recorders Advisory Group
	GiGL
	All records

	Bat roosts
	-
	London Bat Group
	-
	Treat records as per data search reports. New records to be verified by LBG prior to adding  to database

	Garganey
	Anas querquedula
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Pochard
	Aythya ferina
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Quail
	Coturnix coturnix
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Red-necked Grebe
	Podiceps grisegena
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Black-necked Grebe
	Podiceps nigricollis
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Little Egret
	Egretta garzetta
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Honey Buzzard
	Pernis apivorus
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Red Kite
	Milvus milvus
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Marsh Harrier
	Circus aeruginosus
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Goshawk
	Accipiter gentilis
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Common Buzzard
	Buteo buteo
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Hobby
	Falco subbuteo
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Peregrine Falcon
	Falco peregrinus
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Avocet
	Recurvirostra avosetta
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Little Ringed Plover
	Charadrius dubius
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Ruff
	Philomachus pugnax
	Andrew Self, Recorder
	London Natural History Society
	Records from April -July only

	Common Snipe
	Gallinago gallinago
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Turtle Dove
	Streptopelia turtur
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Barn Owl
	Tyto alba
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Long-eared Owl
	Asio otus
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Short-eared Owl
	Asio flammeus
	Andrew Self
	London Natural History Society
	Records from April -July only

	Nightjar
	Caprimulgus europaeus
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Woodlark
	Lullula arborea
	Andrew Self
	London Natural History Society
	All records

	Tree Pipit
	Anthus trivalis
	Andrew Self
	London Natural History Society
	Records from April-July only

	Black Redstart
	Phoenicurus ochruros
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Cetti's Warbler
	Cettia cetti
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Marsh Warbler
	Acrocephalus palustris
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Dartford Warbler
	Sylvia undata
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Firecrest
	Regulus ignicapilla
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Bearded Tit
	Panurus biarmicus
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Willow Tit
	Poecile montanus
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Marsh Tit
	Poecile palustris
	David Darrell-Lambert, Recorder
	London Natural History Society
	Records from April -July only

	Golden Oriole
	Oriolus oriolus
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records

	Hawfinch
	Coccothraustes coccothraustes
	Andrew Self
	London Natural History Society
	All records

	Corn Bunting
	Miliaria calandra
	David Darrell-Lambert, Recorder
	London Natural History Society
	All records


Species and groups list with no confidentiality requirements

	Common Name
	Scientific Name
	Confirmed by
	Organisation

	Fungi
	-
	Edward Tuddenham, Recorder
	London Natural History Society

	Vascular plants
	-
	Mark Spencer, Recorder
	London Natural History Society

	Spiders
	-
	Edward Milner, Recorder
	London Natural History Society

	Fish
	-
	Renate Kowalik, Recorder
	London Wildlife Trust, formerly Zoological Society for London


Species and groups list that need further input

	Common Name
	Scientific Name
	Needs input from:

	Great-Crested Newts
	Triturus cristatus
	Natural England

	Invertebrates
	-
	London Natural History Society

	Fish
	-
	Zoological Society for London


Annex 2

All GiGL's data is stored on a dedicated server. The server is password protected and the password is only known by the GiGL Director and LWT's Support Services staff.

GiGL's computers are also password-protected at log-in, and passwords are set to expire after 1 month. Where passwords expire without renewal or are forgotten, the GiGL manager and LWT's Support Services staff know how to reset passwords on the server. In addition, passwords are given to all files containing data or confidential information, including relevant Word and Excel files.

Records of any relevant passwords for these datasets and files are recorded and stored securely within Trust offices. Access to these passwords is given on a need-to-know basis. If access is given to someone for a specific project (e.g. a volunteer) then passwords are changed once this work is completed. 

The majority of sensitive data held by GiGL is stored in Recorder 2002. Every user of this package is allocated a username and password, which also identifies their level of access and user rights. Access levels are as follows:

	Access level
	Description
	Users

	System Manager
	Full access to all facilities and information. Can create other users and has access to database management tools in the Tools menu.
	Permanent Staff

	Full Edit
	Can add, edit or delete all types of data, but cannot create users and does not have access to database management tools in the Tools menu. Has access to observations marked as 'confidential'.
	Long-term Volunteers and Contract Staff

	Add Only
	Can add data, but can only edit or delete records 'owned' by that user name. Does not have access to data marked as 'confidential'.
	Short-term Volunteers

	Record cards only
	Can use record cards, or single record entry, to add observations, but cannot edit or delete anything.
	Short-term Volunteers

	Read Only
	Can browse data except for observations which are marked as 'confidential', but cannot add, edit or delete anything.
	Members of Public including students, researchers and visitors


Generally, members of the public will be given 'read-only' access unless a more detailed level of access is deemed appropriate.

GiGL staff and volunteers are required to act in accordance with this policy.
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